3apeructpupoBaHo B Muntocre Poccun 14 mas 2013 r. N 28375

®EOEPAJIbHASA CNTYXBA NO TEXHUYECKOMY U SKCMOPTHOMY KOHTPOIJIIO

NMPUKA3
ot 18 dbeBpansa 2013 r. N 21

Ob YTBEPXAOEHUUN COCTABA U COAEPXAHUA
OPIrAHU3AUUNOHHBLIX U TEXHUWYECKUX MEP NO OBECIMEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbIX AAHHbLIX NMPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbIX

CHHcoK U3MEHSIOMUX TOKYyMEHTOB
(8 pen. [IpukazoB ®CTIK Poccuu ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

B cootBercTBHM ¢ yacThio 4 cratbu 19 denepanbHoro 3akona ot 27 urong 2006 r. N 152-03 "O
nepcoHasibHBIX JaHHBIX" (CoOpanue 3akonomarenscTBa Poccuiickoit deneparuu, 2006, N 31, cr. 3451;
2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, cTt. 3407; N 31, ct. 4173, cTt. 4196; N 49, cT. 6409;
2011, N 23, ct. 3263; N 31, ct. 4701) u Ilonoxenunem o denepanbHON CIIy’k0€ MO TEXHUYECKOMY H
AKCIIOPTHOMY KOHTPOJIO, YTBEpKIeHHBIM Yka3oMm llpesunenta Poccuiickoit @enepanuu ot 16 aBrycra
2004 r. N 1085 (Cobpanue 3axkonomarensctBa Poccuiickoit ®eneparuu, 2004, N 34, ct. 3541; 2006, N
49, ct. 5192; 2008, N 43, c1. 4921; N 47, cT. 5431; 2012, N 7, c1. 818), npuka3biBaro:

1. YtBepauts npunaraembie CocTaB U COAEp)KAHUE OPraHU3ALMOHHBIX M TEXHUYECKUX MEp IO
obecreyeHnto 6e30MaCHOCTH MEPCOHATIBHBIX JAHHBIX MPU UX 00paboTKe B MHPOPMALMOHHBIX CUCTEMAX
IIEPCOHAJIBHBIX JIAHHBIX.

2. Tlpusnare yrtpatuBminM cuiy npukaz3 @CTIK Poccum ot 5 despans 2010 r. N 58 "O6
yrBepxaeHuH [lookeHns o MeToaax U cnocodax 3amuThl HHPOpMAIMK B HTHPOPMAILIMOHHBIX CHCTEMaX

NepCOHAIBbHBIX JaHHBIX" (3apeructpupoBan MuntoctoM Poccun 19 despans 2010 r., peructparioHHbIH
N 16456).

Jupexrop

denepanbHOM CITy>KObI IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH
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YTBepKICHBI
npukazom ®CTIK Poccuu
ot 18 deBpanst 2013 r. N 21

COCTAB U COOAEP>XXAHUE
OPIrAHU3AUUNOHHBLIX U TEXHUWYECKUX MEP NO OBECIMEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbIX AAHHbLIX NMPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbIX

CHHcoK U3MEHSIONMUX TOKyMEHTOB
(B pen. ITpukazop ®CTIK Poccum ot 23.03.2017 N 49,
or 14.05.2020 N 68)

. Oowme nonoxeHus

1. Hacrosiuii JOKyMeHT pa3paboTaH B COOTBETCTBUHU € 4acThio 4 cratbu 19 denepanbHOro 3aKkoHa
ot 27 mrons 2006 r. N 152-®3 "O nepconanbhbix naHHbIX" (Cobpanue 3akoHOIaTENbCTBA Poccuiickoii
®enepanuu, 2006, N 31, ct. 3451; 2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, cT.
4173, ct. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, ct. 4701) u ycTtaHaBIuBaeT COCTaB U
coJiepKaHuEe OPraHW3allMOHHBIX W TEXHHYECKHX Mep IO 00eCHeYeHHI0 Oe30MacCHOCTH MEePCOHATBHBIX
JaHHBIX TIPH WX 00paboTke B MH(YOPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX JIAHHBIX (Jajee - Mephl 1Mo
oOecrnieueHr0 0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX) M KaXIOr0 U3 YPOBHEH 3alllUIIEHHOCTH
MEPCOHANBHBIX JaHHBIX, YCTAHOBJICHHBIX B TpeOOBaHUSX K 3allUTE MEPCOHATBHBIX JAHHBIX TPU UX
00paboTke B MH()OPMAIIMOHHBIX CHCTEMax IEPCOHAJbHBIX JAHHBIX, YTBEP)KICHHBIX IMOCTAHOBJICHHEM
[TpaButenscTBa Poccuiickoit denepammu ot 1 HostOpst 2012 1. N 1119 (CoOpanue 3axoHOmATENHCTBA
Poccutickoit ®deneparuu, 2012, N 45, cT. 6257).

Mepsl 1o oOecriedeHHI0 0€30IaCHOCTH MEPCOHANBHBIX JAHHBIX HPUHUMAIOTCS JUISL 3allldTh
[IEPCOHANIBHBIX JAHHBIX OT HEMPABOMEPHOIO HIIM CIYy4alHOrO [JOCTYNa K HUM, YHUYTOXEHUS,
U3MEHEHHUs, OJIOKUPOBaHUS, KOMUPOBAHMUSI, IPEIOCTABICHUS, PACIIPOCTPAHEHNS IEPCOHAIBHBIX JaHHbIX,
a TaK)Ke OT MHBIX HEIIPABOMEPHBIX JIE€UCTBUI B OTHOLICHUU IIEPCOHAIBHBIX JaHHBIX.

B HacrosimemM JOKyMEHTE HE pacCMaTpUBAIOTCS BOMNPOCHI  oOecreueHus Oe30MacHOCTH
NIEPCOHAIBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IOPSJAKE K CBEACHMSIM, COCTaBISIOLIMM
rOCy/lapCTBEHHYI0 TaillHy, a TakKe€ Mepbl, CBA3aHHbIE C [PUMEHEHHEM MIH(PPOBAIBHBIX
(kpunTorpauueckux) CpeACTB 3alMUThI HH(OPMALIHH.

2. be3omnacHOCTh MEpPCOHANBbHBIX JAHHBIX MpU HUX 00paboTke B HH(GOPMALMOHHOW CHCTEME
NEPCOHAJBHBIX JaHHBIX (nanee - MHQOPMALMOHHAs cHcTeMa) OOecHedrBaeT ONepaTop WM JIULO,
OCyIleCTBIsIoNIee 00pabOTKy MEPCOHANbHBIX JIAHHBIX IO MOPYYEHHIO ONEepaTropa B COOTBETCTBUU C
3aKoHOoaaTenbCcTBOM Pocculickon Denepanui.

Jns BeimonHeHuss paboT 1o obecreueHuio Oe30MacHOCTH TMEepPCOHANBHBIX JIAHHBIX MPH UX
00paboTke B MH(POPMALIMOHHOI cHCcTEMe B COOTBETCTBHHU € 3aKOHOJATEIbCTBOM Poccuiickoit deneparuu
MOTYT TpHUBJIEKaTbCsl HA JOTOBOPHOM OCHOBE IOPUIMYECKOE JIMIO WIM HWHAWBHIYaJbHBIN
NpeINpUHIMATENb, UMEIOIIUE JIMIEH3UIO Ha JeSTeIbHOCTh 110 TEXHUUYECKON 3alIuTe KOH(PHICHIIMATbHON
nH(pOpMaLINH.

3. MepLI 10 00EeCIIeUeHUI0 OE30ITaCHOCTH NEPCOHANIBHBIX NJAaHHBIX PCATTU3YIOTCA B PaMKaX CHCTCMBI
3al0UTBl TCPCOHAIBHBIX OaHHBIX, c03)1aBaeM0171 B COOTBETCTBHH C Tpe6OBaHI/I${MI/I K 3aliuTe
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NEPCOHANBHBIX JaHHBIX NMpU UX 00paboTke B MH(POPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX,
yTBEpKICHHBIMH TTocTaHOBJIeHHEeM [IpaBurenbctBa Poccuiickoit denepanuu ot 1 Hos06ps 2012 r. N
1119, 1 nOKHBI OBITH HANIPABJICHBI HA HEUTPATU3AINIO AKTYaJIbHBIX YTPO3 0€301MacHOCTH IMEPCOHATBHBIX
JAHHDBIX.

4. Mepbl no oOecrieyeHHIO 0€30MACHOCTH TEPCOHANBHBIX JAHHBIX PEAIU3YIOTCS B TOM YHCIE
IIOCPEJICTBOM NPUMEHEHUS B MH(OPMALIMOHHON CUCTEME CPE/ICTB 3aIlUThl MHPOPMALUH, IPOIIEAIINX B
YCTAaHOBJICHHOM IIOpSAKE IPOLEAYpY OLIEHKHM COOTBETCTBUS, B CIy4asX, KOTJa INPUMEHEHUE TaKHUX
CPEACTB HEOOXOAUMO Il HEUTpAIU3alMK aKTyalbHbIX YIpo3 0€30IaCHOCTH IIEPCOHANIBHBIX JIaHHBIX.

Koncynsrantlntoc: npumeqanue.
HymMmepanus myHKTOB JaHa B COOTBETCTBUU C O(PULIMATIBHBIM TEKCTOM JOKYMEHTA.

6. Ouenka 3((peKTHBHOCTH peaM30BaHHBIX B paMKaX CHCTEMBI 3aIIUTHI TIEPCOHANBHBIX JTAHHBIX
Mep 1o o0ecreueHuIo Oe30MacCHOCTH MePCOHANTBHBIX JTAHHBIX MPOBOJIUTCS OMEPATOPOM CaAMOCTOSITENILHO
WIM € IIPUBJICYEHUEM HaA JIOTOBOPHOM OCHOBE IOPUIAMYECKHMX JIMLI W  HMHJIMBHUIYaJIbHBIX
peAnpUHUMATENIeH, UMEIOLINX JIMLEH3UI0 HA OCYIIECTBICHHE JEATEIbHOCTU IO TEXHUYECKOH 3aliuTe
KOH(HIESHIIMATHHON HH(popMaIu. YKa3aHHas OIIEHKa IPOBOIUTCS HE peXe OJJHOTO pasa B 3 roja.

7. Mepbl mo obecriedeHHi0 0€30MacHOCTHM TEPCOHANBHBIX JaHHBIX MpU HX 00paboTke B
rOCYJapCTBEHHBIX HMH()OPMAIMOHHBIX CHUCTEMax HPUHUMAIOTCA B COOTBETCTBHM C TPEOOBAHUSAMHU O
3amuTe  MHGOpMAIMHM, COAEpXKAalleldcs B  TOCYAApCTBEHHBIX  HH(GOPMALMOHHBIX  CHCTEMax,
ycranaBnuBaeMbiMu @CTIOK Poccun B mpenienax cBoMX MOJTHOMOYUN B COOTBETCTBUU C YACThIO 5 CTaThU
16 ®depepanbHoro 3akoHa ot 27 urwons 2006 r. N 149-®3 "O6 undopmanuu, MHPOPMAITMOHHBIX
TexXHOJIOTUsIX U 0 3amute nHpopmanun" (Cobpanne 3akoHomarenbcTBa Poccuiickoii @enepanuu, 2000,
N 31, ct. 3448; 2010, N 31, ct1. 4196; 2011, N 15, ct. 2038; N 30, cT. 4600; 2012, N 31, ct. 4328).

Il. CocTtaB u copepxxaHme mep no obecnevyeHnro 6e30MacHOCTU
nepcoHanbHbIX JaHHbIX

8. B coctaB mep no oOecnieueHn0 6€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX, PEAIU3YEMbIX B paMKax
CHCTEMbI 3aIIUThl NEPCOHATBHBIX AAHHBIX C YUETOM aKTYaJIbHBIX Yrpo3 O€30MacHOCTH MEPCOHAIBHBIX
JaHHBIX U IPUMCHACMBIX I/IH(bOpMaIII/IOHHI)IX TGXHOHOFHﬁ, BXOOAT:

UJAECHTUPUKAIMS U ayTeHTU(UKAUSA CyOBEKTOB AOCTYIa U 00BEKTOB J0CTYIIA;
yIpaBieHUE TOCTYIOM CyOBEKTOB AOCTYIa K 00bEKTaM JJO0CTYIIA;
OTrpaHUYEHUE IPOTPAMMHOMN CPEJIbI;

3allMTa MAIIMHHBIX HOCHUTENeH MH(OpMalnuu, Ha KOTOPBIX XpaHATcA M (W) oO0pabaThIBAaIOTCS
NepCOHAJIbHbIE JaHHbIE (Jajiee - MAIMHHbIE HOCUTENIN EPCOHANBHBIX IaHHBIX);

perucTpanusi COObITHI 0€30MMaCHOCTH;
AHTUBUPYCHAS 3aIlIUTA;
oOHapyxeHue (MpeJoTBPAIICHNE) BTOPKECHUI;

KOHTPOJIb (aHa.III/B) 3alMUIICHHOCTH NICPCOHAJIbHBIX JAHHBIX;
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o0ecrieyeHue 1eI0CTHOCTH HH(POPMAITMOHHON CHCTEMBI M IEPCOHATIBHBIX JAaHHBIX;
o0ecreyeHne JOCTYIHOCTH NEPCOHATBHBIX JaHHBIX;

3aIMUTA Cpebl BUPTYyAIU3aLUN;

3aIuUTa TEXHUYECKUX CPECTB;

3a1UTa UHPOPMALIMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpelaun JaHHBIX;

BBISIBJICHHE WHLUJCHTOB (OHOTO COOBITHS WJIM TPYIIIBI COOBITUI), KOTOPbIE MOTYT MPHUBECTH K
cO0sIM WM HapyIIeHUI0 (YHKIIMOHUPOBAHUS WH(OOPMAIMOHHOW CHUCTEMBI U (WJIM) K BO3HUKHOBEHHIO
yrpo3 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX (Jajiee - MHIIUIEHTHI), 1 pearnpoBaHKUe HA HUX;

ylpaBiieHue KOH(Urypanuei HHPOPMALMOHHOW CHCTEMBl M CHUCTEMBI 3alllUTHl MEPCOHAIBHBIX
JAHHBIX.

CocraB u coaep)aHue Mep 1o odecreueHHIo 0€30IMacHOCTH EPCOHATBHBIX JaHHBIX, HEOOXOMMbIX
JUis o0ecreueHus KaKJIOT0 W3 YpPOBHEHW 3allUIIEHHOCTH TMEPCOHANBHBIX JAHHBIX, NPUBEIACHBI B
MIPUJIOKEHUHU K HACTOSIIEMY JIOKYMEHTY.

8.1. Mepbl 10 HICHTU(DUKAIMK W ayTCHTU(PHUKAIMH CyOBEKTOB JOCTYNa M OOBEKTOB JOCTyIa
JOJDKHBI  00CCIIeUYnBaTh TPUCBOCHUE CYyOBEKTaM ¥ OOBEKTaM JIOCTyNa YHHUKAIBHOTO TPHU3HAKA
(unentudukaropa), CpaBHEHHE NPEIBIBISIEMOr0 CYObEKTOM (0OBEKTOM) JocTyma uAeHTU]UKaTopa C
MepeYHEM MPUCBOCHHBIX HJICHTU(UKATOPOB, & TAKXKE MPOBEPKY MPUHAIICKHOCTH CYOBEKTY (OOBEKTY)
JOCTYTIA MPEIbSIBICHHOTO UM HJIeHTU(UKaTOopa (TTOATBEPKICHUE ITOITHHHOCTH).

8.2. Mepbl 1O YyHOpaBICHUIO JOCTYIIOM CYOBEKTOB JOCTyHma K OOBEKTaM JOCTYIa JOJKHBI
oOecrieurBaTh yIpaBlIiCHUE MPaBaMU M IMPHUBHICTUAMHU CYOBEKTOB JOCTYIA, pa3rpaHHMUYCHHE JOCTYyIa
CYyOBEKTOB JIOCTYIa K 00BEKTaM JOCTYIIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B HH(OPMAIIHOHHOM
CUCTeME€ TpaBWJI pa3TpaHUYECHHs JOCTyMa, a TaKkke oOecrneyrMBaTh KOHTPOIb 3a COOIIOACHHEM ATHX
MIPaBUIL

8.3. Mepbl MO0 OrpaHUYEHUIO MPOrPaMMHON Cpelibl JOJDKHBI 00€CleunBaTh YCTAaHOBKY M (WJIN)
3allyCK TOJIBKO pAa3pelIeHHOr0 K HCIOJIb30BAHUIO B HMH(DOPMAIMOHHOM CHCTEME MPOrpaMMHOTO
oOecriedeHnss WM HCKJIIYaTh BO3MOXKHOCTh YCTAaHOBKM M (WIM) 3allycka 3alpelieHHOro K
HCIOJIb30BAaHUIO B HH()OPMALIMOHHON CUCTEME ITPOrPaMMHOT0 00ECTIeUEHUSI.

8.4. Mepbl 1o 3amMTe MAIIMHHBIX HOCUTENIEH NEepCOHANbHBIX MaHHBIX (CPEACTB 0OpabOTKH
(XpaHeHHMsI) IEPCOHAIBHBIX JAHHBIX, CheMHBIX MAIIMHHBIX HOCUTEJEH MEePCOHAIbHBIX JTAHHBIX) JOJIKHBI
UCKJIIOYaTh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOI'O JOCTYIA K MAIIMHHBIM HOCUTEIISIM U XPaHSIIAMCS Ha
HUX IE€PCOHAIbHBIM JAHHBIM, a TaKKe€ HECAHKIIMOHUPOBAHHOE HCIIOJIb30BAHHWE CHEMHBIX MAaIIMHHBIX
HOCHTEJIEHN MEPCOHAIBHBIX JIaHHBIX.

8.5. Mepsl mo peructpanuud coOBITUH 0€30MacHOCTH JIOJDKHBI OOecreduBaTh cOOp, 3aImuch,
XpaHeHUe W 3aIuTy HHpopMamuu O cOOBITHUSAX Oe30macHOCTH B MHGOPMAIMOHHON CHCTEME, a TaKke
BO3MOXHOCTh IIPOCMOTpA U aHAINU3a UHPOPMAIIMH O TAKUX COOBITUSIX U pearupoBaHUE HA HUX.

8.6. Mephl MO aHTUBUPYCHOM 3aIIuTe JOJKHBI 0OecreunBaTh 0OHapy:KeHHE B MH(OPMAIIMOHHON
CUCTEME KOMIIBIOTEPHBIX IporpamMMm JH00 MHONW KOMIBIOTEPHOW HMH(pOpMaluu, NMpeJHa3HAYeHHON s
HECAHKIIMOHUPOBAHHOTO YHUYTOXKEHUsI, OJOKMPOBAaHUS, MOIU(DUKAIMH, KOMUPOBAHUS KOMITbIOTEPHOU
nH(pOpMallUd WM HEUTpalu3alMu CpeACTB 3allUThl HHGOpMAIMU, a TaKKe pearupoBaHHE Ha



OOHapyKEHHE ATUX MPOrpaMM U UHPOPMALIUH.

8.7. Mepbl 1o oOHapyxeHUIO (IPEJOTBPAIICHUIO) BTOPXKEHUH JOJDKHBI —0OecreuynBaTh
oOHapyXeHHe JeWcTBUN B WH(MOPMAIMOHHOW CHUCTEME, HANpPaBICHHBIX Ha HECAHKIIMOHUPOBAHHBIM
nocTyn K uH(OpManMu, CrHeluaibHble BO3ACHCTBUS Ha UWH(GOPMALMOHHYIO CHUCTEeMY M (WJIH)
MEPCOHANBHBIC JaHHBIC B IENAX JTOOBIBAHMS, YHUUTOKCHHS, NCKOXKCHUS W OJOKUPOBAHUS JIOCTyNa K
[IEPCOHAJIBHBIM JJAHHBIM, a TAK)KE€ pearupOBAHUE HA 3TU JEHUCTBHUSL.

8.8. Mepbl 10 KOHTPOJIO (aHATU3Y) 3aIIUIIICHHOCTH MEPCOHANBHBIX JAHHBIX JOJHKHBI 00€CTIeUnBaTh
KOHTPOJIb YPOBHS 3alllUIICHHOCTH IE€PCOHAIBHBIX JaHHBIX, OOpadaThiBa€MbIX B HH(POPMAIIMOHHOM
CUCTEME, TIyTEM NPOBEICHHUS CUCTEMATUYECKUX MEPONPUATUHA 10 aHAIM3y 3allMIIEHHOCTH
MH(OPMALIMOHHONW CHUCTEMbl U TECTUPOBAHHMIO PAOOTOCIIOCOOHOCTH CHUCTEMBI 3allUThI MEPCOHATBHBIX
JTAHHBIX.

8.9. MepH o 00eCIIeYeHNIO OCI0CTHOCTHU HH(l)OpM&LIHOHHOI’I CUCTCMBbI U IICPCOHAJIBHBIX HAHHBIX
JOJIDKHBI o0OecrieynBaTh O6H3.py>KeHI/I€ q)aKTOB HCCAHKIMMOHHWPOBAHHOI'0 HApPYMICHUA LCIOCTHOCTHU
I/IH(bOpMaI_[HOHHOI;’I CUCTCMBbI U COACPIKAIHUXCA B Hel MNCPCOHAJIBHBIX JaHHBIX, a4 TAKKC BO3MOXXHOCTb
BOCCTaHOBJICHHUA I/IH(i)OpMaIII/IOHHOI\/JI CHUCTCMBI U COJACPIKALINXCA B Hel NEPpCOHATIbHBIX TaHHBIX.

8.10. Mepsl 1o oOecCre4YeHUI0 JOCTYITHOCTH II€PCOHANBHBIX JAHHBIX JOJDKHBI 00ECHeYrBaTh
aBTOPHU30BAaHHBIN JIOCTYIN IOJIb30BATENICH, UMEIOIIMX MpaBa MO JOCTYIY, K NEPCOHAIBHBIM JIaHHBIM,
cojepKamMcss B WH(QOPMAIMOHHOM  CHCTEME, B IITaTHOM peXKUME (QYHKIMOHHPOBAHHUS
MH(POPMAIIMOHHON CUCTEMBI.

8.11. Mepbl mo 3amure cpeabl BUPTYyAIU3ALMH AOJDKHBI HMCKIOYaTh HECAHKIMOHUPOBAHHBIN
JIOCTYI K TIEPCOHAIBHBIM JaHHBIM, O0pabaThiBa€MBIM B BHUPTYaIbHOH HMHOPACTPYKType, U K
KOMITOHEHTaM BUPTYadbHOW MHAPACTPYKTYphl U (WJIM) BO3JCHCTBHE HA HUX, B TOM YHCIE K CpelICTBaM
YIIpaBJICHUS] BUPTYAITbHOW HHPPACTPYKTYPOIl, MOHUTOPY BHPTYAIBHBIX MAlIUH (THIIEPBU30DPY), CHCTEME
XpaHeHUs JaHHBIX (BKJIIOYas CHUCTEMY XpaHEHUS OOpa3oB BUPTYalbHOW HHQPACTPYKTYpHI), CETH
neperayd JaHHBIX Yepe3 DJIEMEHThl BUPTYaIbHOW WM (PU3MUECKOH HHPPACTPYKTYpPbI, TOCTEBBIM
OINEPALMOHHBIM CHCTEMaM, BHUPTYyaJbHbBIM MalllMHAM (KOHTEHHepaMm), CUCTEeME M CEeTH PpeIUIMKAlluH,
TEPMUHAJIBHBIM M BHUPTYaJbHBIM YCTPOMCTBAM, a TaKXe CHCTEME pE3EPBHOIO KOMHUPOBAHMUS H
CO3/1aBAEMBIM €10 KOIIHSIM.

8.12. Mepbl 1o 3a1IKUTe TEXHUYECKUX CPEACTB JO0JIKHBI UCKII0YAaTh HECAHKIIMOHUPOBAHHBIN JTOCTYII
K CTaI[MOHApHBIM TEXHUYECKHUM CpEACTBaM, OOpalaThIBAIOIIUM MEPCOHAIBHBIE TaHHBIC, CPEIACTBAM,
obecrieunBaronMM (YHKIIMOHUPOBAHWE WH(OpPMAIMOHHOM CHCTeMBbI (Jajiee - cpeicTBa oOecreueHus
(GYHKIIMOHUPOBAHMS ), U B MOMEIIEHHUS, B KOTOPBIX OHU MOCTOSTHHO PACIIOJIOKEHBI, 3alTUTY TEXHUYECKUX
CpCACTB OT BHCHIHUX BO3I[€I>1CTBI/II>1, a TAaKXKC 3alIUTy NCPCOHAJIBHBIX JAaHHBIX, IMPCACTABJICHHBIX B BUAC
MH(OPMATHUBHBIX IMEKTPUIECKUX CUTHAIIOB M (PU3NUECKHX TOJIEH.

8.13. Mepsl 1o 3amuTte HHPOPMAITMOHHOMN CUCTEMBI, €€ CPEICTB, CUCTEM CBS3U U TIEPeIaun JaHHBIX
JOJDKHBI  00ecreynBaTh 3alUTy MEPCOHANBHBIX JAaHHBIX MPH B3aUMOACUCTBUU HH(DOPMAIIMOHHON
CUCTEeMBl HWJU €€ OTACIbHBIX CErMEHTOB C HWHBIMH HWH()OPMAIMOHHBIMA CHCTEMaMH H
MH(OPMAIIMOHHO-TEIIECKOMMYHUKAITMOHHBIMU ~ CETSIMHU  TIOCPEJICTBOM  MPUMEHEHHSI ~ apXUTEKTYPHI
WH()OPMAIIMOHHONW CUCTEMBI M IPOCKTHBIX PEIICHU, HANpaBICHHBIX Ha oOecredyeHrne Oe30MMacHOCTH
MEePCOHANBHBIX TaHHBIX.

8.14. Mepbl MO BBISIBJICHUIO WHIMJIEHTOB W pPEArHPOBAHUI0 HA HHUX JIOJDKHBI OOECreYrBaTh
oOHapyKeHue, UACHTU(DUKAINIO, aHATTN3 UHIUJICHTOB B HHPOPMAIIMOHHON cUCTeMe, a TaKKe MPUHATHE
Mep MO YCTPAHEHHUIO U MPEAYNPEKICHUIO HHIIUJEHTOB.



8.15. Mepsl 1o ympaBiieHUIO KOHUTypanueid HHPOPMALMOHHOW CHCTEMBI U CHUCTEMBbI 3alllUThI
NEPCOHAJBHBIX  JIAaHHBIX JOJDKHBI  OOeclieuMBaTh  yNpaBIE€HUE H3MEHEHHSAMHM KOH(UIrypauuu
MH(POPMALIMOHHON CUCTEMBI M CHUCTEMbI 3alIUTHl MEPCOHATBHBIX TaHHBIX, AHAIN3 MOTEHIMATHHOTO
BO3/CHUCTBUS IUNIAHUPYEMBIX U3MEHEHUH Ha obecrieueHue 0e30MacHOCTH ePCOHANbHBIX JAaHHBIX, a TAKXKe
JOKYMEHTUPOBAHUE 3TUX U3MECHEHUM.

9. BH60p MCp I10 o0OecreyeHn0 0e30IacHOCTH INEPCOHATIBHBIX AAHHBIX, IMOJJIC)KAIIUX pCalu3allvun
B I/IH(bOpMaI_[I/IOHHOI\/JI CUCTCMC B paMKax CUCTCMbI 3allIUTHI [ICPCOHATIBHLIX JaHHBIX, BKJIIFOYACT:

ornpeneneHue 6a3oBoro Habopa Mep 1Mo o0ecreueHuro 0e30MaCHOCTH NEePCOHANbHbBIX JAHHbBIX JUIS
YCTQHOBJICHHOTO YPOBHS 3alIMIIIEHHOCTH MEPCOHATBHBIX JAaHHBIX B COOTBETCTBHH C 0a30BBIMU HabOpaMu
Mep 1o oOecreyeHHI0 O€30MacCHOCTH IEePCOHAIBHBIX JIAHHBIX, IPUBEACHHBIMH B MPUIOKEHUU K
HACTOALLEMY JOKYMEHTY;

ajanTanui 0a30Boro Habopa Mep MO OOECIEeYCHHI0 OE30IacHOCTH IEePCOHAIBHBIX JTaHHBIX C
Y4ETOM CTPYKTYPHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTUK WH()OPMANMOHHONW CHUCTEMBI, WH()OPMAIMOHHBIX
TEXHOJIOTUH, 0COOCHHOCTEH (hYHKIIMOHHUPOBAHUSI WH(POPMAIIMOHHON CUCTEMBI (B TOM YHCIIE UCKITFOUCHHE
3 0a30BOro HaOopa Mep, HEMOCPEICTBEHHO CBS3aHHBIX C WH(MOPMAIMOHHBIMU TEXHOJIOTHUSMHU, HE
UCTIOJIb3yEeMbIMHU B UH(POPMAIMOHHOM cucTeme, WIN CTPYKTYPHO-(QYHKIIMOHATHHBIMH
XapaKTepUCTHUKAaMU, HE CBOICTBEHHBIMU MH(POPMAILIMOHHON CUCTEME);

YTOYHCHHUC  adallTUPOBAHHOI'O 06a3o0BoOro Ha6opa MCp IIO obecrneyeHn0 0€30MaCHOCTH
MNEpCOHAJIBHBIX OJAaHHBIX C Y4YCTOM HC BI)I6paHHI)IX paHee MCp, HNPUBCACHHLIX B NPHUIIOKCHHU K
HaCcTOAMICMY HOKYMCHTY, B PC3YJIbTATC YCTO OIPCACIAOTCI MCPbI I10 o0ecIieyeHno 0e30IaCHOCTH
NMEPCOHANIBHBIX OAaHHBIX, HAIIPAaBJICHHLIC Ha HGfITp&JIPI?;ElHHIO BCCX AKTYaJIbHBIX YI'PO3 0e30macHOCTH
MNCPCOHAJIBHBIX JaHHBIX IJIA KOHerTHOﬁ HH(I)OpMaHHOHHOfI CHCTCMBI,

JIOTIOJIHEHWE  YTOYHEHHOI'0  aJalTHpOBaHHOro 0a3oBoro Habopa Mep 10 0OECHeYeHHUIo
0€30IacHOCTH MEPCOHANBHBIX JTAHHBIX MEPaMH, 00ECIIeYHBAIOIINMH BBIIIOJIHEHHE TPEOOBAaHHI K 3aIlUTE
MNEPCOHANIBHBIX JAaHHBIX, YCTAHOBJICHHBIMHW WHBIMU HOPMATUBHBIMH IIPABOBBIMU aKTaMH B ob0JacTu
obecriedeHrs: 6€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX U 3aIUTHI HH(OPMAIIHH.

10. [Ipn HEBO3MOKHOCTH TEXHMUYECKOH peain3ally OTJAENbHBIX BHIOPAaHHBIX Mep MO 00eCHEeUEeHHUI0
0€30MacHOCTH MEePCOHANBHBIX JAHHBIX, 4 TAKKE C YUETOM YKOHOMUYECKON 1eIeCO00pa3HOCTH Ha dTamax
aganTanuu 6a30BOro Habopa mMep W (WIM) YTOYHEHHUS aJanTHpOBaHHOTO 0a30BOoro Habopa Mep MOTYT
pa3pabaTbeiBaThCsl MHBbIE (KOMIIEHCUPYIOIINE) MEpbl, HAMpaBICHHbIE HA HEHUTPATU3alUI0 aKTyaJdbHBIX
yrpo3 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX.

B srtom cnydae B xone pa3paOOTKU CHUCTEMBl 3alllUThl TMEPCOHANBHBIX TaHHBIX IOHKHO OBITh
IIPOBEJIEHO OOOCHOBAaHME TPHUMEHEHHUS KOMIIEHCUPYIOIIMX Mep M obOecreyeHus Oe30MacHOCTH
MEPCOHANBHBIX TAaHHBIX.

11. B cnydae ompezneneHuss B COOTBETCTBUU ¢ TpeOoOBaHUSAMHU K 3alllUTE MEPCOHAIBHBIX MPU UX
00paboTke B MH(POPMALMOHHBIX CUCTEMAax MEPCOHAJIBHBIX JAHHBIX, YTBEP)KICHHBIMU MOCTAaHOBJIEHUEM
[IpaButensctBa Poccuiickoit @eneparuu ot 1 HosOps 2012 r. N 1119, B kauecTBe akTyallbHbIX YIpo3
0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX 1-TO W 2-TO TUIIOB JOTOJHUTEIBHO K MepaM Mo 00ecreueHHUIo
0€30MacHOCTH TEpPCOHANBHBIX JaHHBIX, YKa3aHHbIM B IMYHKTE€ 8§ HACTOAILIETO JOKYMEHTa, MOTYT
IIPUMEHSTHCS CIAEAYIOLINE MEPBL:

MIPOBEPKA CUCTEMHOTO U (WJIH) MMPUKIIATHOTO TPOTrPAMMHOTO 00eCTIeueHH s, BKITIOYasi TPOTrpaMMHBIN
KOJI, Ha OTCYTCTBHE HEIEKJIAPUPOBAHHBIX BO3MOXHOCTEH C HCIIOJIb30BAHUEM aBTOMATHU3UPOBAHHBIX


https://login.consultant.ru/link/?req=doc&base=LAW&n=137356&date=14.11.2022&dst=100009&field=134

CpencTB ¥ (MiaH) 0e3 UCTIOIh30BAHUS TAKOBBIX;
TECTUPOBAHUE HHPOPMAIITMOHHON CHCTEMBI Ha IPOHUKHOBCHHUS;

UCIIOJIb30BaHNE B MH(POPMAIIMOHHON CHCTEME CHCTEMHOTO M (MJIH) MPHUKIATHOTO MPOTPAMMHOIO
o0ecnieueHus, pa3pabOTaHHOTO C UCIIOJIb30BAHUEM METOJI0B 3aIIUIEHHOTO IPOrPAMMUPOBAHHSL.

12. TexHuueckue Mepbl 3aLIUThl NEPCOHAIBHBIX JaHHBIX PEATU3YIOTCS ITOCPEICTBOM IIPUMEHEHUS
CPEICTB 3aluThl MH(OPMAalMK, B TOM YHWCJIE MPOTPaMMHBIX (IIPOrpaMMHO-aNMapaTHbIX) CPEACTB, B
KOTOPBIX OHM PEATH30BaHbI, HMEIOIINX HEOOX0IuMble (PYHKIIMU 0€30MacHOCTH.

[lpu wucHoNb30BaHUU B HMH(DOPMAIMOHHBIX CHCTEMaxX CEePTU(MHUIIMPOBAHHBIX IO TPEOOBAHUSIM
Oe3omacHoCTH HH()OPMALIUK CPEJICTB 3aAITUTHl HHPOPMAITIH:

B MH(QOPMALMOHHBIX cUCTeMax | ypOBHS 3alMIIEHHOCTH NMEPCOHAJIBHBIX JAHHBIX MPUMEHSIOTCS
cpeacTBa 3aumUThl MHQOpMauuu He Huxke 4 kiacca U 4 YpOBHA JIOBEpUs, a TakKXKe CpEACTBa
BBIUUCIIUTENILHONW TEXHUKHU HE HIDKE 5 Kiacca;

(B pea. [Ipukaza ®CTOK Poccun ot 14.05.2020 N 68)

B MH(OPMALMOHHBIX CHCTEMax 2 ypOBHS 3alUIICHHOCTU TEPCOHAIBHBIX JaHHBIX MPUMEHSIOTCS
cpeacTBa 3amMThl HMH(OpMAlMM HE HIDKE S5 Kiacca W S5 YpPOBHS JIOBEpHUsS, a TaKXKe CpEICTBa
BBIYHMCIIUTEIILHON TEXHUKHU HE HUKE 5 Kitacca;

(B pen. [Ipukaza ®CTOK Poccun ot 14.05.2020 N 68)

B MH(POPMALMOHHBIX CHCTEMaX 3 YPOBHS 3allMIICHHOCTH MEPCOHAIBHBIX TaHHBIX MPUMEHSIOTCS
CpencTBa 3auMThl MHPOpMaMU 6 Kiacca U 6 YpOBHS JIOBEpHUs, a TAKKE CPEICTBA BBIYUCIUTEIBHON
TEXHHUKHU HE HIKE 5 Kiacca;

(B pen. Ipukaza ®CTOK Poccuu ot 14.05.2020 N 68)

B MH(POPMALMOHHBIX cHCTeMax 4 ypOBHS 3alIMIIEHHOCTH MEPCOHAJIBHBIX JTAHHBIX MPUMEHSIOTCS
cpeacTBa 3amIMThl MHPOpPMAIMU 6 Kiacca W 6 YpOBHS JOBEpHs, a TAKKe CPEJCTBA BBIYMCIHTEIHHOMN
TEeXHUKU He HUXKe 6 Kiacca.

(B pea. [Ipukaza ®CTOK Poccun ot 14.05.2020 N 68)

Knaccbl 3ammThl  OnpenensitoTcsi B COOTBETCTBUM C HOPMAaTHUBHBIMU TMPABOBBIMH aKTaMH,
W3JaHHBIMA B COOTBETCTBUU C moAmyHKToM 13.1 mynkrta 8 Ilomoxkenust o DenepanbHOl ciyx0e Mo
TEXHUYECKOMY U OJKCIIOPTHOMY KOHTpOJIO, YTBepkaeHHoro Yka3zom Ilpesumaenta Poccuiickoii
®enepaunu ot 16 aBrycra 2004 r. N 1085.

YpoBHU J0OBepUs YCTAHABIMBAIOTCSA B COOTBETCTBHMM C TpeOoBaHMSAMHM TIO0 O€30MacHOCTH
nHpOpPMAIINY, YCTAaHABIMBAIONIMMU YPOBHHU JTIOBEPHS K CPEIICTBAM TEXHHUECKOW 3aIUTHl HHPOPMALIUU U
cpeacTtBaM oOecrieueHHst 0e30MacHOCTH HMH(OPMAIIMOHHBIX TEXHOJOTWH, YTBEP)KIACHHBIMU TPHKA30M
OCTIK Poccun ot 30 uronst 2018 r. N 131 (3apeructpupoan Muntoctom Poccun 14 nosiopst 2018 1.,
peructpanoHHbIi N 52686).

(a63arn BBeneH [Ipukazom @CTIK Poccun ot 14.05.2020 N 68)

[Ipu wucnonp30BaHMM B HMHOOPMAIIMOHHBIX CHCTEMax CpEACTB  3allUThl  MH(popMaru,
cepTU(ULIMPOBAHHBIX 1O TPeOOBaHUAM O€30MaCHOCTH HHPOPMAINH, YKa3aHHbIE CPEJICTBA JOJKHBI OBITh
CepTHU(HUIMPOBAHBl HAa COOTBETCTBHE O00s3aTeNbHBIM TPeOOBAHUSAM MO O€30MacHOCTH WH(OPMALUH,
YCTaHOBJICHHBIM HOPMATHUBHBIMU IMPABOBBIMU aKTaMH, WJIM TPEOOBAaHHSAM, YKa3aHHBIM B TEXHHYECKUX
YCIOBHUSAX (33JaHUSX 110 0€30MaCHOCTH).


https://login.consultant.ru/link/?req=doc&base=LAW&n=356817&date=14.11.2022&dst=100007&field=134
https://login.consultant.ru/link/?req=doc&base=LAW&n=356817&date=14.11.2022&dst=100008&field=134
https://login.consultant.ru/link/?req=doc&base=LAW&n=356817&date=14.11.2022&dst=100009&field=134
https://login.consultant.ru/link/?req=doc&base=LAW&n=356817&date=14.11.2022&dst=100010&field=134
https://login.consultant.ru/link/?req=doc&base=LAW&n=402921&date=14.11.2022&dst=100247&field=134
https://login.consultant.ru/link/?req=doc&base=LAW&n=347121&date=14.11.2022
https://login.consultant.ru/link/?req=doc&base=LAW&n=356817&date=14.11.2022&dst=100011&field=134

OyHKIMU 0€30IaCHOCTH CPEACTB 3aLIUThl HH()OPMAIMK JOJDKHBI 00eCIeunBaTh BBHIIIOJHEHUE Mep
110 o0ecrieyeHnIo 0€30MacHOCTH EPCOHANIBHBIX JAHHBIX, COAEPKAIINUXCS B HACTOSILEM IOKYMEHTE.

A63an yrpatui cuity ¢ 1 ssaBapst 2021 roga. - I[pukaz @CTOK Poccun ot 14.05.2020 N 68.
(n. 12 B pen. Ipukaza ®CTIK Poccum ot 23.03.2017 N 49)

13. TIpu ucnonp3oBaHUK B WHPOPMALMOHHBIX CHCTEMaX HOBBIX MH(OPMAIIMOHHBIX TEXHOJIOTHH U
BBISIBJICHUM JIOTIOJIHUTEIBHBIX Yrpo3 O€30MaCHOCTH IEPCOHAJbHBIX JAHHBIX, IS KOTOpBIX HE
OTIpeJIeNIeHbl MEpPhl 00ecTIeYeHUsI UX 0e30MaCHOCTH, JOJDKHBI pa3padaTbiBaTbCs KOMIIEHCHPYIOIUE MEPHI
B COOTBETCTBUU C IIYHKTOM 10 HacTOsAIIEero JOKyMeHTa.

ITpunoxenue

k CocTaBy U COACPIKAHUIO
OpPraHMU3AIMOHHBIX U TEXHUYECKUX
Mep 1o 00ecTieueHnI0 6e30IacCHOCTH
MEePCOHANBHBIX JaHHBIX MPU UX
00paboTke B MHPOPMAITMOHHBIX
CUCTEeMax NEePCOHAIbHBIX JaHHBIX

COCTAB 1 COOEPXAHUE
MEP NO OBECNEYEHUIO BE3OIMNACHOCTU NEPCOHAJIbHbIX OAHHbIX,
HEOBXOOUMBIX AN OBECNEYEHUA KAXOO0IMO U3 YPOBHEWN
SAWLMWEHHOCTU NEPCOHAINBbHBIX AAHHbLIX

VYcnosuoe | Conepskanue Mep 1o o0ecredeHu o 0€30MacHOCTH | Y POBHH 3alTUIIICHHOCTH

0003HaueHHe MIEPCOHAJIBHBIX JAHHBIX NEPCOHAIBHBIX JaHHBIX
1 HOMEp
[. Unentudukanus u ayreHTUGUKaLUs CyOBEKTOB 1ocTyna U 00beKToB fgoctyna (MAD)
NA®.1 Nnentudukanus u ayreHTU(UKauus | + + + +
MoJIb30BaTeNe,  SABIAIOMUXCA  pabOTHUKAMH
oreparopa
NAD.2 Wnentudukanus u ayreHTUGUKALNS YCTPOICTB, B + +
TOM 4YHCI€ CTallMOHapHBIX, MOOWIBHBIX MU
MOPTAaTUBHBIX
NA®.3 VYnpasnenue wuaeHTuduKaropamMd, B TOM uucie| + + + +
CO3J1aHHe, IIPUCBOEHHUE, YHUUTOKEHUE
UJCHTUPHUKATOPOB
NAD.4 VYnpasieHue cpeacTBaMu ayTeHTU(UKalWUW, B TOM | + + + +
4lyclie  XpaHEHWe, BblJaya, HHULUAIU3aLus,
OJIOKUpPOBAaHHWE  CPEICTB  ayTeHTHUPHUKAUUU U
NPUHATHE Mep B Ciydyae yTparbl H  (WUJIH)



https://login.consultant.ru/link/?req=doc&base=LAW&n=356817&date=14.11.2022&dst=100014&field=134
https://login.consultant.ru/link/?req=doc&base=LAW&n=215942&date=14.11.2022&dst=100009&field=134

KOMITPOMETAIUHU CPEACTB ayTeHTU(PUKAITUN

NAD.5

3amura oOpaTHoOI CBSI3U npu BBOJIE
ayTeHTU()UKALMOHHOW HHpOpMALIUU

NAD.6

Wnentudukanus u ayTeHTU(UKanus
MOJIb30BATENCH, HE SBISIOMNXCA pPAaOOTHUKAMHU
oreparopa (BHEIIHUX MOJIb30BATENICH )

II. Vi

paBJICHHE JOCTYIIOM CyOBEKTOB JToCcTymna K o0bekTam goctyna (Y1)

VI 1

VYupasnenue (3aBenenue, aKTHBAIHU,
OJIOKMpPOBAaHWE U  YHUYTOXKEHHE)  YYETHBIMU
3aMHUCSIMH TIOJIb30BATENICH, B TOM YHCIIE BHEIIHUX
MOJIb30BaTEIEH

+

+

+

VIIA.2

Peamuzanms HEOOXOIUMBIX METOJIOB
(IMCKPEIMOHHBINA, MAaHAATHBINA, POJIECBON WM MHOU
METO/), THIOB (YTCHHE, 3aIUCh, BBIMOTHECHUE WJTH
WHOM THUI) U MPABUJI Pa3rpaHUUCHUsI TIOCTYIIa

VIIA.3

Vnpasienune — (puiabTpauus, — MaplIpyTH3alus,
KOHTPOJIb COCIMHECHMU, OJIHOHAIIpABJICHHAs
nepeaya W MHbIE  CHOCOOBI  YIIPaBIICHHS)
MH(POPMAITMOHHBIMH IIOTOKaMH MEXIY
YCTPOWCTBAMH, CETMEHTaMH HWH(POPMAIMOHHOM
CHCTEMBl, a TaKXke MeXAy HH()OPMaIMOHHBIMU
CUCTEMaMH

VITIA.4

Paznenenne moaHoMouuit (poseii) moyib3oBarenei,
QAMUHUCTPATOPOB H  JIUI], O0OECTICUUBAIOIIUX
(GyHKIIMOHUpOBaHKE WH(OPMAIIMOHHON CUCTEMBI

YIIJL5

Ha3nauenne MHUHUMAalbHO HEOOXOIMMBIX IpaB U
MIPUBWIETHI MOJIb30BATENSIM, aIMUHUCTPATOpaM U
aUIaM, o00ecneuuBalomUM  (YHKIMOHUPOBAHHE
MH(OPMALIMOHHON CUCTEMBbI

VIIJL6

OFpaHquHHG HCYCIICIIHBIX IIOMBITOK BXOJda B
MHPOpPMALIMOHHYIO ~ cHcTeMy  (JocTyma K
MH(OPMALIMOHHON CUCTEME)

VIIL7

[penynpesxaeHre NoNIb30BaTeNs P €ro BXOAE B
WHQOPMAIIMOHHYIO CHCTEMY O TOM, 4YTO B
MH(OPMALIMOHHON CHCTEME pealn30BaHbl MEPHI MO
oOecriedyeHnto  0€30MACHOCTH  MEPCOHAIBHBIX
JIaHHBIX, W O HEOOXOJUMOCTH COOJFOICHHS
YCTaHOBIICHHBIX OIEPAaTOPOM MPaBUI O00PaOOTKH
MEPCOHAIbHBIX JaHHBIX

VIIJL.8

OmnosernieHue MoOJIb30BaTENs IOCIE  YCIEHIHOTO
BXOJla B HMH(POPMALMOHHYIO CHUCTEMY O €ro




MpeIbIAyIIeM BX0/ie B UHPOPMAITMOHHYIO CUCTEMY

VTIJI.9

OrpanuueHne 4nciaa MNapajUICIbHBIX  CEAHCOB
JOCTylla  JUIsi  KaXJIOM  yY4EeTHOM  3aIucH
10J1b30BaTeNs UH(HOPMAILIMOHHON CUCTEMBbI

VIIJI.10

brnokxupoBanue ceaHca JnocTyna B
UH(POPMAITMOHHYIO CUCTEMY nocie
YCTaHOBJICHHOT'O BpPEMEHHU Oe3nelicTBUA
(HEaKTUBHOCTH ) MOJIB30BATEIISI HIIU 110 €T0 3aMpPOCy

VIIZL11

Pa3zpemienne (3amper) AeMCTBUM MOJIb30BaTENEH,
pa3perIeHHbIX bi (0] UJICHTH(QHUKAIINN "
ayTeHTU(UKAINN

VIIJL12

[Momnepxka " COXpaHECHHE aTpuOyTOB
0e3omacHOCTH (METOK O€30MacHOCTH), CBSI3aHHBIX
¢ uHpopMammen B TMpoLecce ee XpaHSHHs |
00paboTKn

VII/1.13

Peanuzanus 3amunieHHOro yJajieHHOro JI0CTyna
CyOBEKTOB JOCTyNa K OOBEKTaM J0CTyla uepes
BHEILIHUE
WH()OPMAIMOHHO-TEIICKOMMYHUKAITMOHHBIE CETH

VIIJL 14

PGFHaMeHTaHI/Iﬂ U KOHTpPOJIb HCIIOJIb30BaHUA B
UH()OPMAIMOHHOI cHuCTEME TEXHOJIOTHI
0ecrpoBOIHOTO AOCTyIA

VIIA15

PernamenTtanuss ©M KOHTPOJIb HCIOJIB30BAHMS B
MH(pOPMAITMOHHOM cucTteme MOOMIIBHBIX
TEXHUYECKUX CPE/ICTB

YIIA.16

VYnpasnenue B3aUMOACUCTBHEM C
WH(pOPMAITMOHHBIMHU cucTEMaMH CTOPOHHUX
OpraHu3aluin (BHEIITHHE uHGOpPMaIMOHHbBIE
CUCTEMBI)

VIIJL17

ObecrieueHre JOBEPEHHOW 3arpy3Kud CpeJCTB
BBIUUCIIUTENILHOW TEXHUKU

III. Orpanunuenue nporpammHoii cpessl (OI1

0

OIIC.1

VYnpasnenue 3aIyCKOM (oOpareHUsIMM )
KOMITOHCHTOB ITPOTPaMMHOTO OOECIICUEHUs, B TOM
quclie OMpeiesieHUue 3amyCKaeMbIX KOMIIOHEHTOB,
HACTpOWKa IapaMeTpoB 3allycka KOMIIOHCHTOB,
KOHTPOJIb 3a 3aIyCKOM KOMIIOHEHTOB
MPOrpaMMHOTO 00ecTIeueHUs

OIIC.2

VYnpasnenue YCTaHOBKOMN (uHCTAMIALKEN)
KOMIIOHEHTOB MPOTrPaMMHOT0 00eCreueHHsl, B TOM




qucie ONpeJesieHHe KOMIIOHEHTOB, IOJUIekKallUX
YCTaHOBKE, HACTpOilka IapaMeTpOB YCTAHOBKH
KOMIIOHEHTOB, ~ KOHTpPOJIb  3a  YCTaHOBKOMH
KOMIIOHEHTOB IPOTPaMMHOT0 00ECTICUECHHUS

OIIC.3 VYcraHoBKa (MHCTAUIALMA) TOJBKO Pa3peleHHOro
K HCIIOJIb30BAaHUIO TPOTPAMMHOTO O0ECIeYeHUsI U
(nmM) ero KOMIIOHEHTOB

OIlC 4 VYnpasienue BpeMEHHBIMH (aiijlaMu, B TOM YHCIIe
3ampeT, paspelieHHe, IepeHanpaBiIeHUe 3allicCH,
yllaJIeHIe BPEMEHHBIX (ailyioB

IV. 3amunra MalIlMHHBIX HOCUTEJEH NepcoHaNbHbIX JaHHBIX (3HN)

3HU.1 Y4yer MAalIMHHBIX HOCUTENEW IEePCOHAIBHBIX
JTaHHBIX
3HU.2 VYpasneHue I0CTyIIOM K MAalllMHHBIM HOCHUTENSM

MEPCOHAIBHBIX JaHHBIX

3HU.3 Kontponb mnepemelnieHuss MalIMHHBIX HOCUTENEH
MEPCOHATBHBIX JTAHHBIX 3a MpeeIIbl
KOHTPOJIUPYEMOI 30HBI

3H .4 Hckmmrouenne BO3MOXHOCTH
HECaHKIMOHUPOBAHHOTO 03HAKOMJICHUSI c
coJiepKaHuEM MIePCOHATBHBIX JaHHBIX,

XpaHAIIUXCA Ha MAIMHHBIX HOCHUTCIIAX, U (I/I.HI/I)
HCIIOJIb30BaHUS HOCUTEICH NEPCOHANIBHBIX JTaHHBIX
B UHBIX I/IH(i)OpMaHI/IOHHI)IX CHUCTEMaAx

3HN.5 Kontpons wucnonb3oBanusi uHTEp(dEcCOB BBOIA
(BpIBOAa) MH(MOpPMAIMKM HAa MAIIUHHBIE HOCUTENU
MIEPCOHATBHBIX JTAHHBIX

3HU.6 KouTpons BBOja (BeiBoja) wuHGpOpMauud Ha
MalllMHHbIE HOCUTEH MEePCOHATBHBIX JAHHBIX

3HNU.7 KOHTpOIb MOAKIIOYEHMS] MAIIMHHBIX HOCHUTEJEU
IIEPCOHAJIBHBIX JTAHHBIX

3HU.8 YHuuroxkeHue (CTUpaHue) wWin 00e3InYrBaHue +
NIEPCOHAJIBHBIX JAHHBIX HAa MAIIMHHBIX HOCHUTEIAX
IpyU MX Iepegadye MexAy IO0Jb30BaTeIsIMU, B
CTOPOHHHME OpraHu3alluy JUIsl pPEMOHTa WIH
YTWIN3ALHUKA, a TaKke KOHTPOJIb YHUYTOXKECHHS
(cTupanus) UMM 00E3TMUNBAHUS

V. Peructpanus coositTuii 6e3onacuoctu (PCBH)

PCh.1 Omnpenenenue COOBITHIA 6e3omacHoctu, | + +




moIC)Kaux perucTpaiuu, i CpOKOB UX XpaHCHUA

PCb.2

Omnpenencane cocTaBa " coiepKaHus
uHbpopManuu O  COOBITHAX  OE30MACHOCTH,
MOJUIC)KAIINX PErUCTPauU

PCb.3

COop, 3ammch UM XpaHeHue uHOpPMALUU O
COOBITHSIX 0e30MmacHOCTH B TEUEHUE
YCTaHOBJICHHOT'O BPEMEHU XPaHECHUS

PCb.4

PearnpoBanue Ha cOOM IPHU PETUCTPAITUH COOBITHIA
0e30MacHOCTH, B TOM YHCJE allapaTHble W
IporpaMMHbIe OIMMOKH, COOM B MeXaHU3Max cOopa
uHpopMaMd ®  JIOCTIDKCHUE TMpeaeNia  WiH
TepPENoJIHeHHS 00beMa (EMKOCTH) TTaMSITH

PCb.5

Mounutopunr (IpOCMOTp, aHaIu3) pe3yJabTaTOB
perucrpauuu coObITHI 0e301acHOCTH u
pearupoBaHHe Ha HUX

PCb.6

'enepupoBanue BpeMEHHBIX METOK U  (HJIN)
CUHXPOHHU3AIHUS CHUCTEMHOTO BpEMEHHU B
MH(OPMALIMOHHON CHCTEME

PCB.7

3amuTta HHPOPMAIUH O COOBITUIX 0€30MTaCHOCTH

VI. AutuBupycHas 3amuta (AB3)

AB3.1

Peanusanus aHTUBHPYCHON 3aILUTHI

AB3.2

O6HoBNEHNE 0a3bl JTAaHHBIX MIPU3HAKOB
BPEIOHOCHBIX KOMIIbIOTEPHBIX porpamMm

(BUpYyCOB)

VII. O6napyxenue Bropxkenunii (COB)

COB.1

OO6HapyxeHue BTOPKEHHM

COB.2

Oo6HoBNEHNE 0a3bl peHIalOIINUX MPaBUI

VIIL

KOHTpOHB (aHaHI/IS) 3alMUIICHHOCTH NTEPCOHAJIBHBIX

nanabix (AH3)

AH3.1

BrisiBaenue, aHaIu3 YA3BUMOCTEMN
WH(QOPMAIIMOHHON  CHUCTEMBI U  ONEPaTHUBHOE
YCTpaHEHHUE BHOBb BBISIBIICHHBIX YSA3BUMOCTEN

+

+

AH3.2

KoHTpoib ycTaHOBKM OOHOBIEHHUI TPOrpaMMHOTO
obOecrieyeHus, BKJIFOYas OOHOBJIEHHUE
MPOrPaMMHOTO  00€CIEYeHHsI CPEICTB 3allUThI
nHpopManuu

AH3.3

Koutpons  paborocnocoOHOCTH,  MapameTpoB
HAaCTPOWKM W TPABUIBHOCTU (DYHKIIMOHHUPOBAHUS




IIporpaMmMHOI 0 obOecrieyeHnss U CpE€ACTB 3allUThI

uHpOopMaIuu

AH3.4 KoHTposb  cocraBa  TEXHUYECKUX  CPEACTB, + + +
IIPOrPaMMHOI0 O0€CleYeHUss U CPEICTB 3allUThI
uHpOopMau

AH3.5 KoHTposib mpaBuil TeHepalMu U CMEHBI Iaposei + +

[10JIb30BaTENIeH, 3aBECHUS U YAAJICHMs YYETHBIX
3alMCeN  II0JIb30BATENICH, peaJM3aluu  IIPaBUIL
pasrpaHUyYCHUS JI0CTyIa, IIOJTHOMOYU I
M0JIb30BaTesel B MHPOPMAIIMOHHON CUCTEME

IX. O6ecnieuenue MeNOCTHOCTH HHPOPMAITMOHHOW CUCTEMBI U TIEPCOHALHBIX JTAHHBIX

(OLLT)
OLJI.1 KonTponb 1IEJIOCTHOCTHU MPOrpPaMMHOIO + +
obecrieyeHus, BKJTFOYAsI MPOrpaMMHOE

obecrieueHue CpC€aACTB 3alllUThBI I/IH(bOpMaI_[I/II/I

OLJI.2 KoHTpoJib 1EIOCTHOCTH NEPCOHATBHBIX JIaHHBIX,
coiep Kanuxcs B 6a3ax JaHHBIX HHOOPMAIIMOHHOK
CHCTEMBI

OILJL.3 ObecrnieueHue  BO3MOJKHOCTH  BOCCTAHOBJICHHMS
MIPOTPaMMHOTO obecrieueHusl, BKJIIOYas

MporpaMMHOE  OOECTICUCHHE CPEJICTB  3aIlUThI
nH(OpMaNUY, TPU BO3HUKHOBEHWH HEIITATHBIX
CUTyaLui

OoLJ1.4 OO6nHapyxeHue U pearupoBaHue Ha MOCTYIICHUE B + +
MH(OPMALIMOHHYIO CHCTEMY He3alpaminBaeMbIX
ANEKTPOHHBIX COOOLIEHUH (IUCEM, TOKYMEHTOB) U
WHOM  wHOpMalMK, HE  OTHOCALIUXCS K
(GYHKIIMOHUPOBAHUIO WH(GOPMAITMOHHOW CHUCTEMBI
(3ammra oT crama)

OLJLS KonTpons coaepKaHus uH(popMaluy,
nepenaBaeMoil u3 MHGOPMALMOHHONW CHCTEMBI
(KOHTEeHHEepHBIN, OCHOBAaHHBIH Ha  CBOMCTBax
o0ObekTa  jgoctyna, M (WIM)  KOHTEHTHBIMH,
OCHOBAHHBINM Ha IOMCKE 3aIPEILIEHHON K Iepenayde
nH(pOpMaLIUU C UCTOIb30BAaHUEM CHUTHATYpP, MACOK
U MHBIX METOJIOB), U MCKIIIOYEHHUE HEIPaBOMEPHON
nepegaun  uwHGOpPMAMU U3 HUHPOPMAITMOHHOMN
CUCTEMBI

OLJIL.6 OrpanuueHue mpaB IOJIb30BATENEH IO BBOAY
nHpopManuy B ”HGOPMALTUOHHYIO CUCTEMY

OLJL7 KoHTposib TOYHOCTH, TOJHOTBI W MPaBHIBHOCTH
JTAHHBIX, BBOJUMBIX B HH(POPMALIMOHHYIO CUCTEMY




OLULS

KoHTposib OmmOOYHBIX ACHCTBUN IMOIB30BATEICH
o BBOAY U (WiIM) Mepenaye NepCOHAIbHBIX
JAHHBIX W TPEIyNpPEkKICHUE IOJIb30BaTeIeH 00
OIIMOOYHBIX JCHCTBHAX

X. ObecrieueHne JOCTYITHOCTU IEPCOHANIBHBIX JaHH

pix (OT)

OAT.1

Hcnonp30BaHne OTKa30yCTOMYMBBIX TEXHUYECKUX
CpeACTB

OJIT.2

PesepBupoBanue TEXHUYECKUX CpPe/CTB,
MIPOrPaMMHOTO OOECIICYeHHs, KaHAJOB Iepeladyn
nHpopManuu, CpEICTB obecrnieueHus
(GyHKIMOHUPOBAHUS HH(POPMAITMOHHON CHCTEMBI

O/T.3

Konrpons  6e30Tka3HOro  (QyHKIIMOHUPOBAHHS
TEXHUYECKHX CPEICTB, oOHapyXeHue u
JOKanu3alyst  OTKa30B (GyHKIMOHUPOBAHUS,
NPUHATHE MEP IO BOCCTAHOBIICHHUIO OTKAa3aBIINX
CpCACTB U UX TECCTUPOBAHUEC

OJIT.4

[eproamueckoe pesepBHOE KOIIMPOBaHHE
NePCOHANBHBIX JaHHBIX HA PE3EPBHBIC MAIIMHHBIC
HOCHUTCIIU IICPCOHAJIBHBIX JaHHBIX

OJIT.5

ObecrieyeHre  BO3MOXKHOCTHM ~ BOCCTAHOBJICHUS
NIEPCOHATBHBIX JIAHHBIX C PE3EPBHBIX MAaIIMHHBIX
HOCHUTEJIEH MEpPCOHANbHBIX JaHHBIX (PE3EpPBHBIX
KOIM{) B TEYEHHE YCTAHOBJIEHHOI'O BPEMEHHOIO
MHTEpBaJa

XI. 3ammra cpeas! Buptyanuzanuu (3CB)

3CB.1

Wnentudukanuss u ayreHTUGUKAIMS CyObHEKTOB
JI0CTyna M OOBEKTOB JOCTyNa B BHUPTYaJbHOU
UHPPACTPYKTYpE, B TOM YHCIE aAMUHUCTPATOPOB
YIIpaBJICHUS CPEICTBAMH BUPTYAITH3AIAN

3CB.2

VYropaBieHue J0CTyNoOM CYOBEKTOB JOCTymna K
00BbeKTaM J0CTyTa B BUPTYaIbHOU
uH(ppacTpykType, B  TOM  YHUCJIE€  BHYTPH
BUPTYaJIbHBIX MalllH

3CB.3

Perucrpanus COOBITHIH 0e3omacHOCTH B
BUPTYaJIbHOU HH(PACTPYKTYpeE

3CB4

VYupasnenue  (punbTparus, — MapuipyTu3aius,
KOHTPOJIb COE/IMHEHMUS, OJIHOHAIIpaBJIEHHAs
mepefada) MOTOKaMH — WHMOpMAIMU  MEXIY
KOMITOHEHTaMU BUPTYAJIIbHOH HMH(PACTPYKTYPHI, a
TaKXke o epuUMeTpy BUPTYJIBHOU

UHPPACTPYKTYPHI




3CB.5

JloBepeHHast 3arpy3ka CEpBEpOB BUPTYyaJIW3aluH,
BUPTYy&JIbHOW MaIIMHbl (KOHTEWHEpa), CepBEpPOB
yIpaBJeHUs] BUPTyalln3anuen

3CB.6

YupapiieHue nepeMenieHUeM BUPTYaIbHbIX MaIIHH
(koHTEWiHEpOB) © 00pabaThIBaMBIX Ha HUX
JTAHHBIX

3CB.7

Kontposs [IEJIOCTHOCTH BUPTYAJIbHON
UHPPACTPYKTYPHI U ee KOH(pUrypauuit

3CB.8

Pe3epBHOE KONMpPOBaHUE TaHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CPEICTB, IIPOrPaMMHOTO
oOecriedeHrs: BUPTYalbHOW HWHQPPACTPYKTYpHI, a
TAaK)K€ KaHAJIOB CBSI3M BHYTPH BHUPTYaJIbHOU

UHPPACTPYKTYPHI

3CB.9

Peanuzanuss u  ymnpaBieHHE — aHTUBUPYCHOM
3alUTON B BUPTYaIbHOU HHPPACTPYKTYpE

3CB.10

PazOuenne BupTyaslbHOW HHOPACTPYKTYpPHl Ha
CETMEHTBI (cermMmeHTHpOBaHUE BHUPTYaJIbHOU
UHGPaACTPYKTYyphl) ANt 00pabOTKU MEPCOHAIBHBIX
JAHHBIX OTACJIbHBIM TOJIb30BaTeIeM U (HJIN)
TPYIIIOH MOJIb30BaTEICH

XII. 3amuta Texunyeckux cpencts (3TC)

3TC.1

3amura uH(pOpMaIuy, oOpabaTbiBaeMoit
TEXHUYECKUMH CpEACTBAMHU, OT €€ YTEUKH [0
TEXHUYECKUM KaHajam

3TC.2

Opranuzanys KOHTPOJIMPYEMOU 30HBI, B Tpejieax
KOTOPOHM MOCTOSIHHO pa3MelLaoTcs CTallMOHapHBIE
TEXHUYECKHE Cpe/CTBa, oOpabaTsIBatolIye
nH(OpMaINIO, U CPEICTBA 3aIUUTHI HHPOpMALINY, a
TaK)Xe CpeJcTBa obecrneueHus: (yHKIIMOHUPOBAHUS

3TC.3

Kontposnb u ynpasnenue Gpuandeckum A0CTYIOM K
TEXHUYECKMM CpEJCTBAM, CpEICTBAM  3alHThI
nH(popmanuy, CpeacTBam oOecrnieueHus
(YHKIIMOHMPOBAaHUS, a TaKXKe B TOMEIIEHUS U
COOPYKEHMs, B KOTOPBIX OHM YCTaHOBJICHBI,
HCKJIIOYAIOIINe HECAHKIIMOHUPOBAHHBIN
¢busznueckuif JOCTYyNl K cpeinctBaM o0OpaboTKu
uHpOpMaIY, CPEACTBaM 3allUThl HHPOPMALUU U
cpeactBaM  obecrieueHuss  (YHKIIMOHHPOBAHUSA
MH(POPMAIIMOHHON CUCTEMBI, B TIOMEILEHUS U
COOPYKEHHMSI, B KOTOPBIX OHU YCTaHOBJIEHbI

3TC.4

Pa3menienne ycTpoilcTB BbIBOJAa (OTOOpakeHUs)
uHpopManuy, UCKJIIOYaroniee ee




HecaHKHI/IOHI/IpOBaHHHﬁ IIpOCMOTP

3TC.5

3ammTa OT BHEIIHMX BO3JCUCTBHH (BO3IECHCTBHI
OKpY>Karoleu cpenpl, HECTaOMIILHOCTH
AIEKTPOCHAOKEHHUSI, KOHAUITMOHUPOBAHUSI U MHBIX
BHEIIHUX (PaKTOPOB)

XIII. 3amuTta nHPOPMAIIMOHHOW CUCTEMBI, €€ CPEJICTB,
cUCTeM CBs3U U niepenaun qaHubix (3UC)

3UC.1

Paznenenne B uHGOpPMAIIMOHHOW  CHCTEME
(GyHKIMH 10 yrpaBieHUIO (aIMUHUCTPUPOBAHHUIO)
nH(OPMALIMOHHOU CUCTEMOH, YIIPaBJICHUIO
(aAMHUHUCTPUPOBAHUIO) CHUCTEMOM 3aLUThI
MePCOHAIBHBIX JTaHHBIX, (PYHKIUNA MO 00paboTKe
MEPCOHANBHBIX ~ JAHHBIX W  HWHBIX  (PYHKIIHA
MH(OPMALIMOHHON CUCTEMBbI

31UC.2

[IpenoTBpaiiieHne 3aJepKKH WM PEepbIBAHUS
BBITIOJIHEHUS TIPOIIECCOB C BBICOKHM ITPHUOPUTETOM
CO CTOPOHBI IIPOIIECCOB C HU3KUM MTPHUOPUTETOM

3UC.3

ObecrieyeHne 3alIUThl MEPCOHANBHBIX JAHHBIX OT| +
packpbITHs, MOAU(PUKAIIMK ¥ HABS3bIBaHUS (BBOJIA
JOKHOW  umHpOpMaIMM) TMpuU  ee  mepenaye
(monroroBke K TepeAade) MO KaHalaMm  CBSI3H,
HMMEIOIUM BBIXOJ 3a MpPeAeibl KOHTPOIUPYEMOM
30HBI, B TOM YHUCJIe OCCIIPOBOIHBIM KaHAJIAM CBSI3H

31UC.4

ObecrieueHre JIOBEPEHHBIX KaHajla, MaplipyTa
MEXIy aJMHHHUCTPATOPOM, IMOJb30BAaTEIEM U
cpeacTBaMu 3aliuThl uMHGpopMauuu (pyHKUMAMU
0€30MaCHOCTH CPEJCTB 3aLIUThI HH(OPMALUN)

3UC.5

3anper HECAaHKIIMOHUPOBAHHOU YIAJICHHON
aKTHBAallUM BHJEOKaMep, MHUKPO(OHOB M MHBIX
nepu@epuiHbIX  yCTPOMCTB, KOTOpbIE  MOTYT
aKTUBUPOBATBHCS  yNAJIEHHO, W  OIOBELICHUE
10JIb30BaTese 00 aKTUBALIMU TaKUX YCTPOMCTB

31C.6

[Tepenaya ¥ KOHTpPOJb IIEIOCTHOCTH aTpHOYTOB
Oe3omacHOCTH (METOK 0e30MacHOCTH), CBS3aHHBIX
C INCPCOHAJIBHBIMH OaHHBIMU, IIPH oOMeHe UMHU C
WHBIMU HH()OPMAITMOHHBIMU CHCTEMAMU

3UC.7

KOHTpOJ'IL CaHKIIMOHHUPOBAHHOI'O M HCKIIIOYCHUC

HECAaHKIIMOHUPOBAHHOTO HCITOJIB30BaHUS
TEXHOJIOTUH MOOMJIBHOTO KOJia, B TOM YHCIE
perucTpanus COOBITUH, CBSA3aHHBIX c

HCIIOJIb30BAHMEM TEXHOJOTHI MOOUILHOTO Koaa,
HUX aHajlu3 MW pearupoBaHUC HaA HAPYUICHU,




CBS3aHHBIE C  MCIOJIB30BAaHHEM  TEXHOJOIHI
MOOWJIBHOTO KOJIa

3UC.8

KoHTposIb CaHKIIMOHMPOBAHHOIO M HCKIKOYECHHUE
HECaHKLIOHUPOBAHHOTO MCII0JIb30BaHUs
TEXHOJIOTMI Ilepejayd pedyd, B TOM YHCIE
perucrpanus CoOBITHIH, CBSI3aHHBIX c
HCIIOJIb30BAHUEM TEXHOJIOTMH IEpellayd pedu, UX
aHaJIM3 W pearupoBaHUE Ha  HapYyIICHMS,
CBA3AHHBIE C  MHCIOJb30BAHMEM  TEXHOJIOTMU
neperayy peun

31C.9

KoHTpoib CaHKIMOHUPOBAHHOM M HCKIIOYCHHE
HECaHKI[MOHUPOBAHHOU nepeaauu
BUJICOMH(OPMAIIK, B TOM YHCIIE PETUCTPALUS
COOBITHI, CBSI3aHHBIX C nepenayen
BUJICOMH(OPMAIINH, UX aHAIU3 U pearupoBaHUE Ha
HapyLIEHUS, CBSI3aHHBIE c nepenayen
BUJICOMH(POpPMAIIIH

31C.10

[ToaTBepkaeHHE  TPOUCXOXKACHHS  MCTOYHHKA
uHpOpMaIny, oJIy4yaeMoi B nporecce
ONPEICTICHUS] CETEBBIX aJPECOB IO CETEBBIM
HMCHAM WJIM OIpCACICHHUA CCETCBbBIX HWMCH IIO
CETEBBIM ajpecam

3UC.11

ObecneueHre MOAJIMHHOCTH CETEBBIX COEIUHEHUMN
(ceaHCcOB B3aUMOJICHCTBUSA), B TOM YHUCIE JJId
3alUTBl  OT IIOAMEHBI CETEBBIX YCTPOHCTB U
CEPBUCOB

3UC.12

Hckmouenune BO3MOKHOCTH OTPHULIAHUS
nojip30oBareneM (¢akta OTIPABKU IEPCOHAIBHBIX
JAHHBIX JPYrOMY IOJIb30BATEII0

31C.13

Hcknrouenue BO3MOXKHOCTH OTpULIAHUS
noJjip30BaTeseM (akTa MOTY4EeHHUS MepCOHATbHBIX
JAHHBIX OT JIPYrOro MOJIb30BaTENs

3UC.14

Hcnonb3oBaHue  yCTPOWCTB  TEPMHHAILHOTO
JocTyIa st 00pabOTKH MEPCOHANBHBIX JaHHBIX

3UC.15

3amuTa  apXMBHBIX  (ailioB,  mapaMeTpos
HAaCTPOWKM CpEACTB 3alIUThl HHGPOpMALMU H
MPOTPAaMMHOTO O0ECTIeUeHHs] U MHBIX JaHHBIX, HE
MOJUIeXkKAIUX W3MEHEHHMIO B Ipolecce 00paboTKu
MIEPCOHATBHBIX JAHHBIX

3UC.16

BrisBienne, aHanmu3 u  OJOKMpOBaHHE B
WH()OPMAIIMOHHOW CHCTEME CKPBITHIX KaHAJOB
nepegaun uHOpMaAIMU B 00XOJl peaTn30BaHHBIX




MEp WIA BHYTPU  pa3pelIeHHbIX  CETEBbIX
IIPOTOKOJIOB

3UC.17 |Pa3buenme uHPOPMALMOHHOH  CHUCTEMBI  Ha +
CerMEHTHI (CerMEHTHpOBaHNE WH()OPMAIMOHHON
cucTeMbl) W oOecrieueHHe 3alluThl TEPUMETPOB
CErMEHTOB MH()OPMALMOHHON CHCTEMBI

3UC.18 Obecneyenue 3arpy3Ku u HCIIOJTHEHUS
MPOrpaMMHOTO  O0€CIeUeHUsT C  MAIIUHHBIX
HOCHUTEJICHl TEepCOHAIBHBIX JIaHHBIX, JOCTYIHBIX
TOJIBKO JJIi YTEHUS, U KOHTPOJIb IEJIOCTHOCTH
JAHHOTO MTPOrPaMMHOT0 OOecTeueHus

3UC.19 M3onsaumst porieccoB (BBITIOJIHEHHE TPOrPaMM) B
BBIJIEJIEHHON 00JIaCTH [aMATH

31UC.20  |3ammra 0eCIpPOBOTHBIX COCTUHEHU, + +
PUMEHSEMbIX B HH()OPMAITHOHHON CUCTEME

XIV. BrlsiBIeHHE HHIIMICHTOB U pearupoBanue Ha HuX (MHILI)

WHII.1 Omnpenenenue Jnl, OTBETCTBEHHBIX 32 BBISIBICHUE +
MHIMJIEHTOB U pearupoBaHKue Ha HUX

WNHIL.2 Obnapyxenue, uACHTU(DUKAIMS W PETUCTPALUs +
WHIIUJICHTOB
WHIIL.3 CBoeBpeMEHHOE MHPOPMHUPOBAHNE i, +

OTBCTCTBCHHBIX 3a BbIABJIICHHMC HWHIMIACHTOB H
p€arupoBaHuc Ha HHUX, 0 BO3HUKHOBCHHH
HMHIIWACHTOB B PIH(I)OpM@.L[PIOHHOfI CUCTEMC
IMOJIB30BATCIIAIMU U aIMUHUCTPATOPpaAMU

NHIIL.4 AHaJW3 WHIUACHTOB, B TOM YHCJIE ONpPEHCICHUE +
HWCTOYHUKOB u MIPUYUH BO3HUKHOBEHMUS
WHITHICHTOB, a TaK)Ke OIleHKa MX MOCIIEACTBUH

MHIL.S [IpuHATHE Mep 1O YCTPAaHEHHUIO IOCIEICTBUI +
VHIIAJIEHTOB

WHII.6 [InanupoBanue u [IpUHATHE Mep o +
MPEAOTBPALEHUIO ITIOBTOPHOTO  BO3HUKHOBEHHMS
VHIIAJIEHTOB

XV. Yaopasnenue koHpurypaiueit HHpOPMAIIMOHHOW CUCTEMBI U CUCTEMBI 3aIIUThHI
nepcoHanbHbIX JaHHBIX (YKD)

YK®.1 Onpenenenne auil, KOTOPBIM pa3pelIeHbl 1eHCTBUSA + +
[0 BHECEHUIO W3MEHEHHH B KOHQUIypaluio
MH(OPMALIMOHHONW CHCTEMBl M CUCTEMBI 3alllUTHI
MIEPCOHANIBHBIX JaHHBIX




YK®.2

VYnupasnenue W3MEHEHUSIMU KOH(Urypauuu
MH()OPMAIIMOHHOW CHCTEMBI M CUCTEMBI 3allUTHI
[IEPCOHAJIBHBIX JTAHHBIX

VK®.3

Ananmus HOTEHIIMAIBHOTO BO3/ICHUCTBUS
IUIAHUPYEMBIX ~ M3MEHEHH B  KOH(UTYpaluu
WHGOPMAIIMOHHON CHCTEMBl W CHUCTEMBI 3aIlIUTHI
MEePCOHANBHBIX JAHHBIX HA OOECICUYCHUE 3allUTHI
MEPCOHAJBHBIX ~ JAHHBIX M COIJIaCOBaHHE
W3MEHEHHH B KOHGHUrypanuu HHPOPMAUOHHON
CHUCTEMBI C JOJDKHOCTHBIM JIUIIOM (paOOTHHKOM),
OTBETCTBEHHBIM 3a o0ecredyeHne O0e30MacHOCTH
MEPCOHATBHBIX JAHHBIX

YK® .4

JlokymeHTHpOBaHHEe HH(pOpMaKUK (JaHHBIX) 00
U3MEHEHUAX B KOH(Urypauuu HH()OpPMAIMOHHOM
CUCTEeMbl W CHCTEMBbl 3alIUTHl MEPCOHAIbHBIX
TAHHBIX

"+" - Mepa o oOecrieueHUIO0 0€30MaCHOCTH TMEPCOHATBHBIX JaHHBIX BKJIIOYEHA B 0a30BBIN HAOOD
Mep ISl COOTBETCTBYIOIIETO YPOBHSI 3AIIUIIIEHHOCTH MTEPCOHATBHBIX JJAHHBIX.

Mepbl o o0ecrieueHHI0 OE30MaCHOCTH TICPCOHANBHBIX JTaHHBIX, HE 0003HAYCHHBIE 3HAKOM '+,
MIPUMEHSIIOTCS TIpU afanTtaiuuyd 0a30Boro Habopa Mep U YTOYHEHHH aJanTHpOBaHHOro 0a30BOro Habopa
Mep, a TaKKe MpH pa3padOTKe KOMIICHCUPYIOIIUX MEp MO 00ECIEUeHHIO 0€30MaCHOCTH MEePCOHATBHBIX

JaHHBIX.




